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Introduction &

Important Information

Introduction

Congratulations on taking a step forward in protecting your
valued possessions. Now that you have your video security sys-
tem in place, connecting it to the internet will allow you to view
what’s important to you with ease. You will learn about your
product and will see that you can do this on your own. The fol-
lowing is a step by step instruction manual on how to connect
your system to the internet. You will be able to view your DVR
and even watch previously recorded footage with the touch of
a button.

NOTE: This guide was created using a cable modem and some proce-
dures will be slightly different depending on your hardware.

Before you start lets make sure that you have everything you
need to do this properly. You should have these ready and con-
nected before beginning:

O DVR connected to a router

O Router connected to the internet. In order for this DVR
system to connect to the internet, it must be connected to a
router. If you are using a DSL internet connection the setup
process is much easier if you use modem with a router inte-
grated in it as this will help avoid any problems connecting
your DVR. Please write down the model # of your router in
the important information section.

U A PC laptop or computer that is connected to the router
so you can make the necessary changes. This system is not
Mac compatible. Your computer should have the following
specifications:

U Internet Explorer Version 5 or higher. If you do not have
this program, please go to www.download.com and get an
updated version. You can check your version of Internet Ex-
plorer by opening the program. Go to the top menu selec-
tion and in the Help menu options, choose About Internet
Explorer. The version will be displayed.

Q A valid and fully updated version of Windows XP (mini-
mum).
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Important Information

Please fill in the information you receive during this installation
in the areas below:

Model Numbers

Your router manufacturer:
Example: D-Link

Your router model #:
Example: DI-524

Router IP: Port #:
Example: 192.168.1.101 Example: 80

External IP:
Example: 14.14.243.113

DynDNS Username:
Example: mynamel234

DynDNS Password:
Example: 1234BC

DynDNS Domain Chosen:
Example: dyndns.org

Sign-In URL:
Example: mynamel234.dyndns.org




Prepare your computer

to view the DVR

Prepare your Computer

Following these steps will allow your computer to view the video.

Before starting to set-up your network connection, you have
to be sure that your computer is able to view the footage from
the DVR. If you are running Windows XP, you will most likely
have this pre-installed.

NOTE: You will need to do this to any computer that you
want to view the footage from.

1. Open Internet Explorer. Go to the drop down menu in
the TOOLS area and select INTERNET OPTIONS. A

screen will open.

2. Select the SECURITY tab, then click on the CUSTOM
LEVEL button in this tab.

Internet Options E| |‘g|

| General | Security | Privacy || Content | Connections || Programs || Advancedé

Select a'Web content zone to specify its secunty settingz.

® ©@ 0 @

Local intranet  Trusted sitex Restricted
sites

Internet
Thiz zone containg all Web sites you Sitas
haven't placed in other zones =ries,

Securty level for this zone

Custom
Custom settings.
- Ta change the settings, click Custom Level
- To uze the recommended settings; click Default Level

[ Custom Lewel... ] [ Default Level ]

[ (] J[ Cancel J Apply

3. Change the ActiveX settings to the ones seen in the im-
ages.
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Security Settings

Setkings:

2

Disable
Enable
Prormpk

@ Download unsigned Activex controls

Disable
Enable
Prompk

@ Initialize and script Activelk controls not marked as safe

Disable
Enable
Prompk

@ Run Activel controls and plug-ins
Administrator approved

[T

$|0 ' | &

W

Reset custom settings

Riesef bo: iMedium V|[ Reset J

| Ok l[ Cancel ]

U Download signed ActiveX controls: PROMPT
U Download unsigned ActiveX controls: PROMPT

Q Initialize and script ActiveX controls not marked as safe:

PROMPT
U Run ActiveX controls and plug-ins: ENABLE
U Script ActiveX controls marked safe for scripting: ENABLE

NOTE: If you do not have ActiveX installed and the previous
step did not download it, go to www.download.com and search
for ActiveX. Download the ActiveX Download Control.

Your computer is now able to view the feed
from the DVR.




Prepare your DVR to
connect to the Internet

4. Click on the UPDATE button. In the top left area of the

program window you should see a set of numbers. This is the

Prepare your DVR

Next we will set up the DVR fto connect to the internet and allow IP address of your DVR. Write it down in the information
you to view online. area of this manual listed as ROUTER IP.
1. Place the CD-ROM that was included with the DVR sys- 5. Open up Internet Explorer. Enter enter the DVR’s IP

tem into your computer’s CD-ROM drive. If your computer
does not automatically open the CD folder, go to Start/My
Computer and double-click on the CD-ROM icon.

. Drag and drop the IPEDIT.EXE program onto your desk-
top. This program will give you the information needed to
find your DVR’s IP address (unique location on your net-
work).

. Open IPEDIT.EXE from your desktop. Depending on
your firewall settings, a warning message may appear asking
if you want to block or unblock this program. Click Un-
block.

Camera lists
R | T BST o,-

Garavay 192 1da 1 1

F {192 1s8 1 1m0
Hatusgk :8f f IEE (7]

TP Part i

HTTF Pored
HAC 00 0E:C3 00 EE!D
_ Uwdata | [Comie ] _ Esit |

Yeu can chanps cawera nane, [P address. sed Catssay Address
1) Select the Camars pou want to sabe changs

2y Change naws, GCatevesy, IP address. and Hotsesk oo right edit bowe
1) Fress Subsit bubtom or Enter

4) Presa Dpdats to rescan 1the insialled TPCans
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address found in Step 4 into the address bar. Example:
bttg.//]92.]68. 0.100
6. If entered successfully a window will open up with a login

screen. The default USER will be admin. The default PASS-
WORD will be 1234.

Connect to 192.168.1.100 ?)X
o

Camera Server

User name: |ﬁ admin v |

Password: | sees |

[ remember my password

[ Ok, ][ Cancel ]

7. 'The first time you logon to the DVR, an ActiveX Installation
window will appear. Install the ActiveX control.

8. You can now view and control your DVR from inside your
network!

You can now view and control your DVR from
inside your local network.




Port Forwarding
on Your Router

Connect to the Internet

Port forwarding is a necessary step that opens a path on your
home/business network to allow you to view your DVR video
feed from outside your network (over the internet).

There are hundreds of makes and brands of routers on the
market and these instructions have been made using a D-Link
router (Model DI-524). If you have a router that is different
than shown, please visit www.portforward.com and go to
the link marked GUIDES. Once on this page, go to the link
marked Port Forwarding Guides by Router. Find your router
make and model in the list of links and click on it. You will see
a list of various applications. Find a link for any DVR or IP
camera and click on it. Follow the instructions but make sure
you forward the correct port number (he port number assigned
to your DVR).

The steps for your router will be similar to the following.

These instructions have also been created without a firewall
in place. If you have a firewall, please consult a computer
technician.

D-LINK ROUTER

You will need to enable the ports by locating the port range
forwarding screen. With some D-LINK routers the port for-
warding screen is located within the Applications & Games or
Filters tab; in others it is located in the Advanced Tools tab.

1. Open your web browser. Enter the ROUTER IP address
(found on page 2) in the address bar as shown below and

press ENTER.

2. Enter the user name admin. Leave the password blank fol-
lowed by pressing the OK button (unless you hawve set up a user
name and password for your router)

DI-6H
| Pt u adman -
EMH!
[] Brrtber sy pranssercrd
=]
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3. Select the Advanced tab.

s d-o = o3

[ TP S SRS ————
ot et Tt oty o o o b e (e s B b

:
E tem il e PR fpmrernd ek n Freveied The 118801 2y rtep nill fow

ot b B 11 o e, e [ s ey .
i ey s s 1 4

W Wt |

L1+

U In the Name field type in “DVR”
A In the Private IP field enter the DVR’s IP address.

O In the Protocol field, select Both (This will enable both TCP
and UDP).

U In the Private port enter the port number you need to for-
ward. By default this DVR is set to port 80. Use port 80
unless you have a reason to change the DVR to another port
(not recommended).

U In the Public port re-enter the port number you entered in
the private port field (e.g. 80).

U Select the Schedule to Always.
When complete, select the Apply button located at the bot-

tom of the page to save your changes. Port forwarding is now
complete!




Finding & Testing Your
External IP Address

Find Your External IP Test Your External IP

Now you will need to find your external IP address. This will Now that you know your external IP address, you can perform a
be the address you will be entering in order to access the DVR test to ensure your DVR is accessible from outside your network
from outside your network (over the internet). (over the internet).

There are many ways to find your external IP address. The sim- 1. Open Internet Explorer, and in the address bar type in the

plest way is to go to http://www.whatsmyip.org. This site will

display your external IP address in the top portion of the screen.
Write it down on the first page marked EXTERNAL IP.
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EXTERNAL IP address you wrote down on page 2, fol-
lowed by a colon and your port number (default is port 80). It
should similar to the following example: 14.14.243.113:80

Press ENTER, and your DVR’s login window should pop
up. If it does not pop up, your router is not properly for-
warding the necessary port. This could be due to a number
of problems including incorrect settings, presence of a fire-
wall, or a DSL modem that has its own IP address.

If your DSL modem has its own internal IP address, it will
not properly forward the necessary port. You may have to
configure PPPoE settings in the router to match the set-
tings provided to you by your Internet Service Provider
(ISP). You may also need to configure port forwarding
in your DSL modem. Unfortunately many ISPs lock the
ability to change settings in your modem. Consult with
your ISP for more information. SVAT technical support
cannot troubleshoot modems, since changing these set-
tings can potentially render your modem inoperable.

You should also check all your network connections and go
through the above steps again to make sure a configuration
error was not made.




Dynamic DNS

VERY IMPORTANT

Forwarding Outside your Network.
Port Dynamic DNS

This section will explain how to associate your IP address with
an easy-to-remember URL (domain name)

1. Open Internet Explorer and type in www.dyndns.com

() DynDNS - . )
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2. The instructions on creating a dynamic DNS may have
changed since the writing of this guide. Create a new ac-
count by clicking the link “Create Account”

3. Enter your preferred user name, email address, and pass-
word. Enter these on page 2.
[ —

(™ DynDNS B o
e s s e e

'yl Create Your DynDNS Account
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4. Do not worry about the optional information. Agree to the
Terms of Service by checking the boxes. Click Create Ac-

count.

5. Now check your email for the confirmation message. You
will need to click the link in the body of this message to ac-
tivate your account. The message may take up to 24 hours to
arrive in your inbox. If you cannot find the message in your
inbox, please check your junk/spam mail folder.

6. When you click the link, a window will appear that displays
“Account Confirmed.” Click on the login link and enter the
user name and password you created.

() DynDNS

Ahout Services Account Support

User: !ﬂxesnapp

L

Hy Account  Account Confirmed

Create Account

s The account myneawe 1234 has been confirmmed. You can no
ogin

» : : ’ y
Lost Password: Ee informed of new services, changes to services, and impo

notifications by subscribing to our mailing lists, Once there, »

St checking the appropriate box and dlicking the "Save Setting

7. Click on the Services button located on the top menu
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Dynamic DNS

VERY IMPORTANT

Forwarding Outside your Network.

continued...
8. Click on the Dynamic DNS link
(Y DynDNS T
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9. Click on the Get Started link located on the right menu

10. Type in a host name (subdomain name). We recommend
you use your first name or company name.

11. Choose a domain name from the dropdown menu. We rec-
ommend using the dvrdns.org suffix.
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12. In the IP address field, type in your external IP address (it
may also be shown below the field).

13. Leave all the rest of the options as-is, and click Create New
Host.

14. Your dynamic DNS settings have been created.

(O DynDNS i
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Associating Your DVR to
the Dynamic DNS Account

Fina I iZi ng the Set_u p 4, Make sure the ENABLE button is selected.

5. Enter the username, password, and full domain name you

Now you must associate your DVR with the DynDNS account configured at dyndns.com. Example:

you just created. This will ensure that when your external IP

address changes, your domain name (address in the Internet UserName: myname

Explorer Bar) will remain associated with your new IP address.

This will ensure that you will only need to type in your domain Password: Mypasswo rd

name in order to access your DVR, whether you are inside or ; .

outside of your network: DomainName: myname.dvrdns.org

6. Click the OK button located in this section to save your

1. Log-on to your DVR through your computer by using ei- )
configuration.

ther the internal or external IP address.

¥ 7. You should now be able to access your DVR simply by typ-
- ing in your domain name (i.e. myname.dvrdns.org).

o=

L : . =, =
0"""“ -." (3 | Q| - eerh TR Finakes 'E1 " e
Address wryreatae L 234 dhrdee ong

Note:

If your router is set to automatically assign an IP address to your
DVR (Dynamic/DHCP), your DVR’s internal IP address may
change if your DVR or router is rebooted. To resolve this prob-
lem, you need to configure your router to forward to this new
address (simply replace the old private IP address with the new

. one). To avoid this problem all together, you can set your router
2. Click the CONFIGURATION button, to Static LAN IP, which will assign the same IP address to the
3. Under the “Network DVR Setup” window, scroll down to DVR every time, even when the DVR or router is rebooted.
“DDNS Account Setting.”

[ Al P y— aa
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Additional
Troubleshooting

| press play and nothing happens

You need to press STOP on the DVR first. This DVR can ei-
ther record or view video footage. It will not do both at the same
time. Please make sure that you press STOP before proceed-

ing.

My browser keeps freezing

First make sure you have an up to date browser and that the
proper ActiveX options are selected. If they are, you may need
to re-install your browser.

| changed the settings on my DVR
and it won't record now

In order to confirm your new settings and to activate them, you
must press record.

| can’t remember my DVR’s password

From the live camera view, make sure the DVR is not recording
(press STOP). Then press the PAUSE button 5 times. Confirm
that you want to reset the DVR to factory defaults. When you
restart the DVR your password will be cleared.
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| cannot switch to different cameras
while playing back footage

Make sure your Record Settings are set to “EACH” recording
and not “QUAD?” recording. EACH recording will allow you
to record individual channels while QUAD recording will only
record the cameras in quad screen split mode.

| can’t see at night with my IR night

vision camera

These cameras are spec’d at 10-15ft in the dark. If you placed
these cameras outdoors in the open, the night vision will be
reduced as there is nothing to reflect the IR emitted from the
camera. To help increase the viewing capabilities add additional
lighting to the area.

The color is off on the camera

These cameras have been designed with a high resolution lens
which allows you to see crisp clean images. The best lighting for
this system is by using incandescent lighting. Other lighting ef-
fects will alter the color. You can adjust the color of the cameras
in your menu settings. Camera Settings.




